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Area of Issue ML Finding

Financial Statement Preparation 18 28
Suspension and debarment - federal 13
single audits
Procurement - federal single audits 5 6
Procurement — accountability audits (state
. 16 2
and local regulations)
Safeguarding of assets/property 9 2 AUd It ISsue by
Billings/receivables 5 2 catego ry
Accounts payable/disbursements
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* Perform an independent review
of financial statements

* Know your reporting
requirements
* New GASBs
* Updated BARS requirements

. . * Verify amounts in the statements
Financial agree to supporting

statement documentation
preparation

* Reconcile bank statements to
general ledger
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Checklist for Preparing and Reviewing Cash Basis Financial

Statements
Date of Review:
Completed by: 1
ey recommendutions |

BAKS 319.9)
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Updated January
2024

New section for lease
accounting. Five questions to
help you double-check several
aspects of your
implementation.

~ Expenditires $91090940  $100091531 $108848989 $I5668500

~ General Government $28453043  $31962785  $30215601  $37502533
> Lagislative Activities $888430 $1278551  §1087328
~ Judicial Actiities $5300119  $5273237  $5P01743
~ Gourts SINM5834  $1B3049  SL560530
Superior Caurt $N5834  $1183049 51560539
» County Clerk $1369505  S1401658  $1485072
> District Court S2814780  $2688530 32756132

> Financial, Recording, and Election Activties. $40BABTS  $4347307  $4.425483  $37502533
~ Legal Senvices $6221029  $BADGTIZ  $6563977
~ Legal Services - Internal $2034522  SADE2ESD  $3,042555
Intemal Legal Services - Advice $135431 $63,006 $372810
Intarnal Legal Services - Claims and Litigation 52709301 $3010555 2680745
~ Legal Services -Extemal 78,835 523008 $50325
External Legal Services - Advice $78,835 523095 $50325
> Crime Wictim and Witness Program 584,066 $88,758 $94,396
* Indigent Defense 33122706 $3212207  $33T6TE
General Indigent Defense $1658172  $1703985  $1799649
Adult Felony. 788513 $797.840 5052019
Adult Misdemeanor $546.960 $577,386 $581065
Juvenile Offender $130,041 5132896 344028
> Employse Benefit Programs s1480 S1157 $1984
> $1951106  $14556221  $21335086
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Bonus tip:

Look at your data holistically
and historically. It may be
hard to spot errors unless you
zoom out.




Policy must:

v'Include federal procurement procedures

v'Require employees to use the most
restrictive of state, local and federal
thresholds

v'Have written standards of conduct Federal
covering conflicts of interest

procurement

Office of the Washington State Auditor Common Audit Findings & Resources to Help

* No policy or procedures in place

* Policies/procedures don’t

address federal, state and local

requirements or thresholds

Federal
procurement
audit issues missing

» Standards of Conduct Policy is

Office of the Washington State Auditor Common Audit Findings & Resources to Help



* Lack of documentation to show the entity:

* Procured goods or services properly

* Solicited qualifications for architect

and engineering services and selected

most qualified firm

Accountability
procureme nt « Piggybacking — not verifying that the lead
a Ud It ISSUes entity complied with its own procurement

requirements
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Procurement resources

Buying Is this Bidder
and Pest Practices ble?
or vl

Do you know your competitive
bidding requirements?
Our interactive tool can help.

(1) i )

Piggybacking
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Required for:

v'All new contracts (purchases) more than
$25,000

v'All new subrecipient contracts (no
threshold)

Verification can be a clause in
contract; review EPLS or written

certification from contractor

Federal
suspension &
debarment

Office of the Washington State Auditor
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Center blog
articles

www.sao.wa.gov
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Are you
Yyour federaj Program reports accurate?

Are you applying for new federal awards? Know the
strings attached.

Sharing your federal money wi
Yy with other a ies?
Learn what you can do today. senees

i i age rate
1 single audit issues jinvolving Wi g
g e on the rise.

requirements ar

SHARING YOUR FEDERAL
MONEY WIT
AGENCIES? DO YOUR HOMEWORK FIR;ITOTHER
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Federal Programs Risk Assessment Tool

Updated April 2022

Will help you identify, prioritize
and mitigate your risk to your
federal grants

Center for Government

Innovation
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v'Not having an asset policy

v'Not tracking and monitoring assets

purchased or performing an annual

Safeguarding of
assets/property
issues

inventory
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v'Customers were not charged the O
correct amount

v Adjustments were not reviewed or

supported

Billing and

v'Late fees weren’t charged as outlined ; :
receivable issues

by policy
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v'Payments were not supported by

invoices or itemized receipts

v Cities were not able to determine

Accounts payable whether purchases were for valid

issues business purposes

Office of the Washington State Auditor Common Audit Findings & Resources to Help

16



Best Practices for

C en te r Tracking Capital

Asset Information

Office of the
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resources

Best practices for
tracking small and
attractive assets

Center for Government

Innovation
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* Electronic Fund Transfer (EFT)

controls

Required risks
to assess

Office of the Washington State Auditor Common Audit Findings & Resources to Help



EFT Controls

* There is an increase in payroll &
vendor EFT cyber-related fraud

* External bad actors are using social
engineering to convince your staff to:

o Change bank information for

an employee or vendor Required I‘iSkS
o Purchase gift cards tO assess

Make electronic payments

Office of the Washington State Auditor Common Audit Findings & Resources to Help
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* WA’s governments are required
to report losses to SAO

* More than 150 loss reports ' '
submitted since 2016

* From smallest governments to
largest state agencies

e Losses total more than $30

million EFT controls

Office of the Washington State Auditor Common Audit Findings & Resources to Help
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Put it in writing and be
reasonably suspicious

* Establish a standardized process
to initiate, approve and execute
ACH transactions

» Segregation duties

* Require reporting of suspicious
activity immediately

* Validate internally transferred
emails

* Use reliable contact information

Office of the Washington State Auditor
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How to prevent it

C enter Best Practices
resources for Sending

Wire Transfers

Center for Government

Innovation

Best Practices for
ACH Electronic
Payments

Common Audit Findings & Resources to Help
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Emerging issues

State Auditor

Declining financial condition

Fraud statistics

Audit timeliness

j Office of the Washington State Auditor Common Audit Findings & Resources to Help

Start with approving a

Declining financial balanced budget

cohdition + Anticipate and budget for expenses

* Forecast anticipated revenues and perform
utility rate studies to assess needs

* Ensure that revenues and available
resources are adequate to pay for
appropriations

* If the financial condition is declining,
evaluate solutions and develop a plan to
address it

- Office of the Washington State Auditor Common Audit Findings & Resources to Help
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Actively monitor your
financial activity

Office of the Washington State Auditor
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* Compare actual revenues to

anticipated revenues regularly

* When approving expenses, verify
the applicable fund:

* Hasn’t exceeded its budgeted
appropriations
* Has the available resources to pay

for the expenses

Common Audit Findings & Resources to Help
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Audit timeliness takes a team effort

* SAQO’s priority is to work with you on timely and
cost-effective audits

* Be sure to identify and communicate your audit
needs
o Bond deadlines i
o Annual Comprehensive Financial Reporting
(ACFR)

* We will work collaboratively with you to plan and
effectively meet the audit timeline needs

* Good communication makes it all happen

Office of the Washington State Auditor Common Audit Findings & Resources to Help
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City/town fraud reports issued by year

5

4 I I
3

2 I

1

0 -

2020 2021 2022 2023 thru 5/2024
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City/town misappropriation (excluding cyber)

400,000

350,000
300,000
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200,000
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2020 2021 2022 2023 thru 5/2024
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Bank account activity is
the core source of a
te Bank government’s money flow

Statements

sao.wa.gov

* Many schemes reveal themselves in the

statements, either obviously or subtly.

* Bank statements provides helpful
perspective into a government’s

activities.

Office of the Washington State Auditor Common Audit Findings & Resources to Help
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Scan QR to download it
from our Resource Library!

Trust, but verify

Office of the Washington State Auditor

Fraud-prevention
resource for elected
officials and appointed
board members

; Trust, but
verify:

Aquide for elected officials
a

Common Audit Findings & Resources to Help
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Two ways to sign up:

1. Via SAO’s website at sao.wa.gov
2. Use the QR code below:

Common Audit Findings & Resources to Help
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https://sao.wa.gov/resource-library/Fraud-Prevention

Best practices
for travel and
reimbursable
expenses

Newest resources you should know

B
T

=

Best practices
for credit card
programs

\K\g
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Best practices for
tracking small and
attractive assets

Common Audit Findings & Resources to Help
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Coming soon!

* Small entity best practices
* Bid law guide update

* Take home vehicles and small
and attractive assets updates

* Single audit guide
* |T policies guide

* Segregation of duties guide
update

17
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About the
Center

Helping local governments
help the people they serve

Ve have resourcas to help lozal
governments throughaut Washington work
beter. We offer tools and services 1o help
you solve problems and improve operations.
Our tzarm is svailablz by phens, onling or in

@ EFFICIENCY
=== TOOLBOX

“BCybersmart Access the knowledge persen o cffe sestance st o sdditonal
— and resources to help o

imeligence Tool your local government Contact Us:

R innovate and improve. §, 564-933-0818

center@sao.wa.gov

7 N O\

Lean Services Teambuilding Workshops #BeCyberSmart

Technical Advice

#6ovi0T

Preventing Fraud

We help you improve how work gets. We offer engaging and interective: Local governments e atirsciive
done. Whether it purchasing, payrol. CliftonSirengths workahops to help targets for cyber criminals. That's vy
or any other area, Lean services can stvengthen your tesm. incresse trust we crested the #BaCybe

help your government optimiza
efficiency, qualty and eustommer

and produetivty. and promota. program, which includes

workplace harmony and employee checkups, resources and raining to

satafaetion o gevzrnments mprove their sversll
e heaith

>__X X
C en T er fO r G overnmen t Financial Intelligence Tool Resource Library Technical Advice

Developed by the State Auditars Office
(540).the interactive Financial

We provide a variety of free guides.
checklists. and best practices to help.

‘Gonnect with the Genter's experts in
Washington govemment operations 1o

Innovation

Imelligence Tool (FT) gives you the govemments improve internal controls, et snswera 1o your questions sbout
data you need to help your goverment grants management, procurement internal controls, procurement.
make better b nd i inancial reporting, cybersecurity and

a i e
imprave s finaneiz| heath parations, tashnalagy and mere. mere.
Financial Intelligence Tool = ind out more » d out more »
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Contact information

Ann Strand

Assistant Director of Local Audit
Ann.Strand@sao.wa.gov
(509) 454-7849

Niles Kostick

Center for Government Innovation Manager
Center@sao.wa.gov
(564) 999-0818
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