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bank statements: 
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Today’s agenda

01 Fraud stats for Washington governments

02 Reviewing the bank statements

03 Rapid fire red flags
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Losses in Washington governments
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Losses in cities and towns
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Losses in cities and towns
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Five-year loss total by government
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Breaking down 20 years of large cases
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Loss totalsTy
pe
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Dollar amount of loss

 $-  $5,000,000  $10,000,000  $15,000,000  $20,000,000  $25,000,000  $30,000,000  $35,000,000

 Assets, petty cash

 ATM

 Uncategorized Disbursements

 Payroll

 Credit card

 Cash receipts

 Electronic payments

 Check Disbursements

 Cyber loss
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Excluding cyber
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Loss totalsTy
pe
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Dollar amount of loss

 $-  $1,000,000  $2,000,000  $3,000,000  $4,000,000  $5,000,000  $6,000,000  $7,000,000  $8,000,000  $9,000,000

 Assets, petty cash

 ATM

 Uncategorized Disbursements

 Payroll

 Credit card

 Cash receipts

 Electronic payments

 Check Disbursements
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Disbursements lead to the most loss
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Loss totals
 Disbursements
 Cash receipts

89%

11%
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Comms will place 
graphics/photos 

here

Bank Statement
Review
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Why?

Bank account activity is the 
core source of a 
government’s money flow.

• They provide helpful perspective into a 
government’s activities

• They are an independent record of the 
government’s financial transactions

• Often, schemes reveal themselves in 
the statements, either obviously or 
subtly
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New Resource 
Alert!!!
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What it contains
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Where to start?

Banking access is key and 
often overlooked.

Restrict access to your government’s 
financial products and accounts

Recommend creating a master list of 
who has access to what 

Review periodically and update as 
needed
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Why you should remove access
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“Follow the Money” Approach
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“Follow the Money”

Step 1: Know the Source of Records
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Directly

Indirectly
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Source of Records: Questions to ask

Did I get this 
bank statement 

directly or 
indirectly?

Did I get this 
bank statement 

directly or 
indirectly? Who did I get 

this statement 
from?

Who did I get 
this statement 

from?

Is there any 
risk of 

alterations?

Is there any 
risk of 

alterations?

21
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“Follow the Money”

Step 2: Assess risk for alterations
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Correct answer
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Introducing… City 
of Auditor Example
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“Follow the Money”
Step 3: Scan Deposits
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Deposits: Questions to ask

What activity 
and balance(s) 

do I expect to be 
here? 

What activity 
and balance(s) 

do I expect to be 
here? Was this a 

physical or 
electronic 
deposit?

Was this a 
physical or 
electronic 
deposit?

Do you 
recognize the 

vendors or 
account 

numbers?

Do you 
recognize the 

vendors or 
account 

numbers?
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D
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“Follow the Money”
Step 4: Scan Typical Withdrawals
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Withdrawals: Questions to ask

What type of 
withdrawals do 

we typically 
have?

What type of 
withdrawals do 

we typically 
have? Do you 

recognize the 
vendors being 

paid?

Do you 
recognize the 
vendors being 

paid?

Which 
accounts are 
the transfers 
out going to?

Which 
accounts are 
the transfers 
out going to?
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“Follow the Money”

Step 5: Scan Cash, Digital Apps & Fees
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Cash activity: Questions to ask

Who withdrew 
the cash and 

why?

Who withdrew 
the cash and 

why? Where did the 
cash go once it 

was 
withdrawn?

Where did the 
cash go once it 

was 
withdrawn?

Is there 
support to 

show how the 
cash was 

used?

Is there 
support to 

show how the 
cash was 

used?
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Watch out for cash withdrawals!
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Watch out for cash withdrawals!
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Digital payment apps: Questions to ask

Who made the 
transaction?

Who made the 
transaction?

Why was the 
purchase made 

with this 
method?

Why was the 
purchase made 

with this 
method?

Do you 
recognize the 

vendor?

Do you 
recognize the 

vendor?
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Watch out for digital payment apps!
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Watch out for digital payment apps!
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Watch out for digital payment apps!

Office of the Washington State Auditor 
54

53

54



10/7/2025

28

Office of the Washington State Auditor 
55

Bank fees and charges: Questions to ask

What caused 
the fee or charge 
to the account?

What caused 
the fee or charge 
to the account?

Is the amount 
constant or 
changing?

Is the amount 
constant or 
changing?

Does the fee 
indicate a 

larger issue?

Does the fee 
indicate a 

larger issue?
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B

A
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“Follow the Money”

Step 6: Scan Check Withdrawals
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Monitoring task 4
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Check Withdrawals - Questions to ask

Who can set up 
or authorize 

check 
payments?

Who can set up 
or authorize 

check 
payments? Does the 

volume of 
checks make 

sense?

Does the 
volume of 

checks make 
sense?

Have any 
checks been 

voided?

Have any 
checks been 

voided?
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B

C

A D
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B

C

A D

65

66



10/7/2025

34

Office of the Washington State Auditor 
67

“Follow the Money” Approach
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I found a red flag! Now 
what?

I found a red 
flag…what now?

1. Research the transaction further

o Make a list and inquire with 
employee(s)

o Pull the original documentation or 
call the bank directly

2. Notify SAO (RCW 43.09.185)

o Protect records, notify need-to-
knows, and remove access
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Additional Resources
Audit connection 

blog

69

Best practices for 
bank reconciliations

Trust, but verify 
guide
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Comms will place 
graphics/photos 

here

Bank statement 
review guide
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Rapid fire red 
flags
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Loss totals: 2020 to current

72

Loss totals
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Cash Disbursements

Other

Purchase Card
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More than 
$37 million
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New poster!
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Workarounds
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PROCED
URES

PROCED
URES

VERIFICATION
PROCEDURES

73

74



10/7/2025

38

75Office of the Washington State Auditor 75

Workarounds

Employee portal IT HelpDesk
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GreenDot Bank
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Rapid fire red 
flags 

79

Credit cards

• Fees and fines

• ATM withdrawals

• Digital payment apps

• Overpaying the credit card
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Card Limit

Max 
Spending:
$29,600
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Rapid fire red 
flags 

83

Cash receipting

• Mode of payment does not agree 
between receipts and the deposit 
(check for cash substitution scheme 
risks).

o Especially when the government has 
sources of unexpected revenue.

Office of the Washington State Auditor 84

Check-for-cash substitution scheme

Unanticipated 
check arrives

Employee waits for 
cash payment to 
come in from a 

customer

Employee pockets 
cash received from 

customer

Employee applies 
unanticipated 

check to customer’s 
account

83

84



10/7/2025

43

Office of the Washington State Auditor 

Case Study
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Section titleOne fund 
paying another

86

Parks Fund Water Fund

$$$$$$$$$

Option 1: Journal entry
Option 2: Cut a check

85

86



10/7/2025

44

Office of the Washington State Auditor 

Section title
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Rapid fire red 
flags 

88

Disbursements

• Field(s) on bank cleared check don’t 
agree to check register

• Duplicate vendor names in the vendor 
database

• Duplicate or similar invoice numbers

• Multiple payments to a vendor in the 
same month/timeframe, or more 
payments annually than expected

o Example: paying annual insurance 
more than annually

87
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Example: Similar transaction reference
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AmountReferenceDescriptionVendorPrint Date

$3,125.01proj 15004.00 inv 26Engineer Ecology 
Project 53

Gray & Osborne, 
Inc.

10/15/2018

$3,125.0115004.26Engineer Ecology 
Project 53

Gray & Osborne, 
Inc.

11/20/2018
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$3,125
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Resource library
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Subscribe to SAO’s e-newsletter

Two ways to sign up:

1. Via SAO’s website at sao.wa.gov
2. Use the QR code below:
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Questions?

95

Brandi Pritchard
Assistant Director of Special Investigations
Fraud@sao.wa.gov
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