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Back to the basics:
Overcoming common internal control 
weaknesses

Niles Kostick, Manager
Center for Government Innovation

October 2024

“They help governments 
get what they want.”

• Fiscal accountability & trust

• Compliance with regulations, laws, 
restrictions

• Preventing, deterring & detecting fraud

• Efficiency & effectiveness

• Safeguarding assets

Importance of 
internal controls
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Asset 
misappropriation

Inventory & 
non-cash 

assets

Billing, expense 
reimbursements, check 

tampering

89%

Cash on 
hand, 

receipting

Importance of internal controls

INTERNAL CONTROL 
WEAKNESSES: 

More than HALF of 
all frauds

Lack of internal controls

Override existing controls

Lack of management 
review

Poor tone at top

32%

19%

16%

10%

4

3

4



3

Importance of 
internal controls
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Importance of 
internal controls
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Faster detection often 
leads to smaller loss. 

Fast detection relies on 
adequate controls
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Importance of 
internal controls
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Importance of 
internal controls
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✓Define process

✓Develop expectations

✓Develop forms & 
reports 

DetectivePreventative

Types of internal controls

✓Review documents

✓Observe & monitor 
activities 
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Types of internal controls

10

• Person one receipts and 
takes it to the bank for 
deposit

• Cannot adjust 
accounting records

Custody

• Person two reconciles 
the deposit to ensure it 
was delivered intact

• Does not have access to 
cash from customers

Reconciliation
• Person 3 reconciles the 

bank account, adjusts 
accounting records, 
perform JEs

• Does not have access to 
cash or the deposit

Recording

• Person 4 can sign 
checks and authorize 
transfers from the bank

• Cannot adjust the GL, 
perform JEs

Authorization
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Types of internal controls
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• Person one receipts and 
takes it to the bank for 
deposit

• Cannot adjust accounting 
records

Custody

• Person two reconciles the 
deposit to ensure it was 
delivered intact

• Does not have access to 
cash from customers

Reconciliation
• Person 3 reconciles the bank 

account, adjusts accounting 
records, perform JEs

• Does not have access to 
cash or the deposit

Recording

• COMPENSATING CONTROL: 
Person one and two are 
required to authorize 
transfers, sign checks

• COMPENSATING CONTROL: 
Person 3 reviews all transfers

Authorization
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Types of internal controls
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Types of internal controls
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Trust is not 
control

• No segregation of duties

• Inadequate monitoring & review

Avoid the trusted 
employee trap:
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Trust is not 
control
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$250,000

What percentage of fraudsters are first-
time offenders? 

Survey says…
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A look at fraud in Washington
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ACH payments 
and cyberloss
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How do cyber 
threats happen

19

Bad actors manipulate 
our trusting human 

nature to perpetrate 
their attacks

Cyber loss - cases
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Cyber loss - losses
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How to prevent 
it
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Strong written policies
• Standardized process to initiate, 

approve and execute ACH 
transactions

• Additional segregation of duties
• Require reporting of suspicious 

activity immediately

Financial controls 
help ward off cyber 
criminals
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How to prevent 
it
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Best practices
• Require two to execute ACH
• Segregate duties:

Financial controls 
help ward off cyber 
criminals

Process A/P

Should not edit vendor 
files

Process A/P

Should not create / 
handle / approve ACH

ACH processing

Should not prepare 
bank reconciliations
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How to prevent it
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How to prevent 
it
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Slow down

• Consider the source
• Question the unusual
• Know the red flags

Educate employees 
to be responsibly 
suspicious

How to prevent 
it
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Follow best practices
• Start a new email chain
• Use reliable contact information
• Scrutinize emails requesting payment 

or changes to accounts
• Require notifications of account 

changes before they happen using 
multiple channels

Educate employees 
to be responsibly 
suspicious
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Office of the Washington State Auditor 

Resources
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Government 
Oversight and 

Monitoring
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Government 
Oversight and 

Monitoring

• Donations weren’t receipted at a 
centralized location or monitored

• Bank reconciliations weren’t prepared 
timely or independently reviewed

• Itemized receipts weren’t obtained for 
credit cards

1: Mayor didn’t 
deposit donations 

and used $10,000 of 
City money for 

personal purchases
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Government 
Oversight and 

Monitoring

• No one completed a secondary review of 
bank activity or credit card statements, or 
documentation supporting transactions 
listed on the statements. 

• No one scrutinized disbursements, 
including those for payroll, in sufficient 
detail to detect possible problems. 

2: The entity 
performed virtually 

no monitoring of 
financial activities
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How to prevent 
it

• Perform an independent review of the  
bank statement and reconciliations

• Ensure all payments are supported 
and approved by the governing body 
before payment

• Ensure all city revenue and expense 
activity is processed through the proper 
centralized procedures

Establish adequate 
oversight of 
operations
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Office of the Washington State Auditor 

Where to get started
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Payroll
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How did this 
happen?

34

Misappropriation of 
leave for $8,300

• An employee had access to adjust own 
hours worked

• Adjustments were not reviewed or 
approved

33

34



18

How to prevent 
it
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Limit access, provide 
training, independent 
reviews
• Limit access to those that:

• Process payroll
• Review payroll

• Provide training over 
payroll  calculations, regulations and 
policies

• Verify payments are for actual hours 
worked or leave balances earned

• Avoid retroactive payments, unless 
allowed by policy and state law
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How to prevent it
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Office of the Washington State Auditor 

Where to get started

37

Office of the Washington State Auditor 38

Subscribe to SAO’s e-newsletter

Two ways to sign up:

1. Via SAO’s website at sao.wa.gov
2. Scan the QR code below:
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Where to get started…

39
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Niles Kostick, Manager

SAO’s Center for Government Innovation 

Website: www.sao.wa.gov

Twitter: www.twitter.com/WaStateAuditor

Facebook: www.facebook.com/WaStateAuditorsOffice 

Center@sao.wa.gov 

Information
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http://www.sao.wa.gov/
http://www.twitter.com/WaStateAuditor
http://www.facebook.com/WaStateAuditorsOffice
mailto:Center@sao.wa.gov
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