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Today’s topi'cs |

Recognize the warning signs and learn valuable safeguards that can prevent
audit findings or misappropriation in five common areas:

* Cashreceipting
» Automated Clearing House (ACH) payments and cyberloss
* Government oversight and monitoring

* Payroll

Declining financial condition




Cash receipting

 Auditor’s Office findg
~ former clerk responsible

. for fraudulent transactions

The City Flid not have adequate controls over
cash. recg1pting at City Hall or effective
mon.lto.rmg of cemetery inventory billing and
receipting to safeguard public funds.

The City did not have ade.quat.:e 1nterpa1 the
controls over cash receipting, 1ncreas'1n1g

risk that undetected errors or potentia
misappropriation could occur. ,

How did this

situation happen?

Auditor’s Office finds.
former clerk respons1b1f3
for fraudulent transactions

$22,000 misappropriated

* Unexpected revenues weren’t tracked
or monitored:

o Business and occupation (B&O) taxes

o Utility close-out payments, such as
escrow payments

* Account adjustments weren’t
independently reviewed

* An employee had access to bill, receipt
and deposit funds




$13,000 in cemetery

revenue not billed or
situation happen? EETYINIY

How did this

* |tems for sale, such as cemetery plots,
AUDIT FINDING i weren’t inventoried or Updated
The City did not have * Billings and receipts weren’t monitored
adequate controls over cash ‘ or reconciled
receipting at City Hall or b sl
effective monitoring of : * An employee had access to bill, receipt
cemetery inventory billing and deposit funds
and receipting to safeguard
public funds.

$4,500 RV Park receipts
were not deposited

How did this

situation happen?

* Receipts weren’t deposited timely

* Manual receipts weren’tissued in order

AUDIT FINDING * An employee had access to bill, receipt
The City did not have : and deposit funds
adequate internal controls
over cash receipting,
increasing the risk that
undetected errors or
potential misappropriation
could occur.




How to prevent it

Regularly monitor your
unexpected revenues

Expect the unexpected:

Know what types of unexpected
revenues you’re likely to receive

Make sure all revenue, including
donations, are collected at an
approved receipting location

Require that two employees open mail
together

How to prevent it

Perform multiple
independent reviews

Daily deposits — Ensure cash
collected reconciles to daily deposits

Adjustments to receipts and
billing accounts - Verify they are legitimate

Decentralized billings — Ensure all services
were billed and collected

Inventory items — Verify inventory has been
updated when items are sold

Monthly bank reconciliations -
Verify deposits made it to the bank




~/ = :
e Segregate duties

* Collecting payments through the mail
* Receipting and reconciling payments

* Preparing account adjustments

* Depositing to the bank

How to prevent it

» Reconciling deposits to the bank
statements

Resources and best practices

/

Leadership
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More best practices
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Hundreds of county

residents linked to recent = ACH payments
data breach and cybe rloss
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Port loses $500,000 in
public funds to cyberfraud
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City paid $185,897 to %

F fraudulent vendor

5 d arci.  dapibus ali
itae dapibus aliquet, elit 1 s metus leo non est Etiam sif
tempus metus T

12



Bad actors
manipulate our
trusting human
nature to perpetrate
their attacks.

How do cyber
threats happen?
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Fraudulent email
messages

* #1 method used by hackers to access
your government’s data

* Designed to trick you into revealing
sensitive information

How do cyber
threats happen?
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Bad actors are clever.
They ...

How do cyber
threats happen?

* Learn your operations and timetables

* Use pretexting to improve their chances
of success

* Pose as an employee, vendor or
executive management
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Put it in writing

Strong written policies

» Standardized process to initiate,
approve and execute ACH transactions

» Additional segregation of duties

* Require reporting of suspicious activity
immediately

How to prevent it
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Educate employees to be
responsibly suspicious
Slow down

* Consider the source

* Question the unusual

* Know the red flags

How to prevent it
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Educate employees to be
responsibly suspicious
Follow best practices

» Validate internally transferred emails

* Provide notifications of account
changes using multiple channels

* Use data encryption

How to prevent it
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Educate employees to be (
responsibly suspicious

Follow best practices

» Start a new email chain

* Use known, reliable contact information

» Scrutinize email addresses for lookalikes HOW to prevent it
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Resources
‘ :

Best Practices @

for Sending
Wire Transfers

=

Best Practices for
ACHElectronic = o
Payments

IT Policies Guide

Washington
State Auditor
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Government
Oversight and
Monitoring

= " Former mayor sentenced to

| " for slew of theft charges

Att.:o.rney General suing city
| qff101al after auditor’s report
finds ethics violations

90 days in jail, restitution

How did this
situation happen?

Attorney General suing city
official after auditor’s report
finds ethics violations

Mayor abused his
position and received
special privileges
Council didn’t verify:

+ Contracts met policy and state law

* Mayor was acting within his authority

22
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How to prevent it

Monitor contracts

* The governing body and employees should
take appropriate training over contracts,
state ethics and conflict of interest laws

* Ensure governing body is aware of, and
approving, appropriate contracts and
agreements

» Verify that contracts and agreements are
following policies and state law

* When in doubt about a transaction or
contract, ask a legal professional

How did this
situation happen?

Former mayor sentence.sd to
90 days in jail, restitution
for slew of theft charges

Mayor didn’t deposit
donations and used
$10,000 of City money
for personal purchases

* Donations weren’t receipted at a
centralized location or monitored

* Bank account reconciliations weren’t
prepared timely or independently
reviewed

* Itemized receipts weren’t obtained for
debit or credit card transactions

24
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How to prevent it

Establish adequate
oversight of operations

* Perform an independent review of the
bank statement and reconciliations

* Ensure all payments are supported
and approved by the governing body
before payment

» Ensure all city revenue and expense
activity is processed through the
proper centralized procedures
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Where to get started

Trust, but

°
verify:
A guide for elected officials

& appointed boards to
prevent fraud

26
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Where to get started
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= Fire battalion chief falsified J ‘

I The Town laéked adequate cdﬁtrols 5

| over payroll expenditures to ensure ; E
| employee pay and leave accruals ‘ . | — N
| Were accurate. | g
“ : H . ) tract ,“ i q ' - 4 Togy,
ipiscing i Supermtendentsco(;ie w finds | E , Q \
"~ outside the norm, r o =2 .
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Misappropriation of
leave for $8,300

* An employee had access to adjust his
own hours worked

* These adjustments were not reviewed
or approved

How did this

situation happen?

| Fire battalion chief falsifiecj

| time sheets

29
Unallowable accruals . .
and overtime; inaccurate [BLAMSICRUTE
overtime calculations situation happen?
* Payroll policies weren’t clear for holiday
pay, overtime, leave accruals and cash- AUDIT FINDING
outs The Town lacked adequate
* The Town didn’t provide appropriate Zﬁ:::;?tz‘r':; f:z:::lre
training over payroll procedures employee pay and leave
accruals were accurate.
30
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$37,800 overpayment

* The governing body didn’t approve
appropriate contracts, amendments or
pay increases

* No independent review of payroll,
incentives or stipends

* No policies in place over retroactive
payments

How did this

situation happen?

Superintendent’s contract
outside the norm, review

finds
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Limit access and
provide training

e Limit access to those that:

o Process payroll
o Review payroll
* Provide training over

payroll calculations, software, payroll
regulations and policies

How to prevent it

32
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PAYROLL

Perform multiple
independent reviews

* The governing body should review and
approve contracts, amendments and pay
increases under its authority

* Review payroll transactions to verify they
are calculated correctly and allowed by
contracts and policies

How to prevent it

* Verify that payments are for actual hours
worked or leave balances earned

* Avoid retroactive payments, unless
allowed by policy and state law
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Where to get started

" . stegorized e 10U
ayro uiae frauds and
that many

May 17,2023 otaff take over the! 1@

Improving your processes

Tips for leaders, managers, supervisors

and payroll clerks When
preaches of inter®

r )
was the last time YO

al cor

J Innovation
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Declining

HT EL I EL
condition

The City did not monitor its
financial activity or comply with
state-law, placing it at rigk of not
meeting its financial obligations or

Eu)rowdlng services at current levels

The City did not effectively plan for
necessary repairs and replacem.ent .of
water/sewer fund assets, r(.esulupg in
a continued decline in its financial

condition.

How did this
situation happen?

AUDIT FINDING

The City did not monitor its
financial activity or comply
with state law, placing it at
risk of not meeting its
financial obligations or
providing services at current
levels.

Overspent budget by
$72,000; spent $145,000
more cash than available

* Inadequate review of cash reconciliations
* Budgets weren’t monitored

» Cash was spent without making sure that
the street fund had sufficient money
available.

» Utility rate studies weren’t performed to
assess future needs

36




How did this

situation happen?

AUDIT FINDING

The City did not effectively
plan for necessary repairs
and replacement of
water/sewer fund assets,
resulting in a continued
decline in its financial

Spent $135,000 more
cash than available; may
not be able to meet
future obligations

» Cash was spent without making sure
that the utility fund had sufficient
money available

» Utility rate studies weren’t performed
to assess future needs

condition.
37
g Start with approving a
o balanced budget
o
(L] * Anticipate and budget for expenses
]

ﬁ,_ (V] * Forecast anticipated revenues and do

N = ; utility rate studies to assess needs
O MR

How to prevent it

* Ensure that revenues and available
resources are adequate to pay for
appropriations

* If the financial condition is declining,
evaluate solutions, develop a plan to
address it, and actively monitor the plan

38
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Actively monitor your

P financial activity
< @A Mo
L_“_I ifit * Compare actual revenues to

anticipated revenues regularly

* When approving expenses, verify the
applicable fund:

How to prevent it

o Hasn’t exceeded its budgeted
appropriations

o Has the available resources to pay for
the expenses

39

Resources

Look to the future: Cash forecasting NGAS

strong financial controls

 pack to Audit Conecton Home

Jun 17,2020

. <o blo
httpS'IIsao.wa.govlthe-aud|t-connect|on blog
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Center for
Government
Innovation

How are you
monitoring
your city’s
financial

Finances at a Glance ©

e = = )
- nllamem— . % ealth?

General Fund 3indicators

eeeeeeee

A Cautionary

A Cautionary
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Where to find these resources

i
& EXPECT
UNEXPECTED

Scan QR code to visit
our Resource Library!

42
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Subscribe to SAO’s e-newsletter

Inthe Two ways to sign up:

with SAO

1. Via SAO’s website at sao.wa.gov

MATTERS
2. Scan the QR code below:

22



Information

Ann Strand
Ann.Strand@sao.wa.gov
(509) 454-7849

Debbie Pennick, CPA
Center@sao.wa.gov
(564) 999-0818

Website: www.sao.wa.gov

Facebook: www.facebook.com/WaStateAuditorsOffice

X: @WaStateAuditor

45
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