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• The services operated by your organization are critical: water 

purification, waste treatment, emergency management, 9-1-1, 

elections, and more

• Information technology holds all that up

• That technology is under attack, those services are at risk

• There’s stuff you need to know
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Why are you here?

• There are a few ways that computers and networks are 

compromised, and steps you can take to prevent this

• You are constantly being hit with “bait”, and it’s coming from every 

communication medium

• Targeting and research are now part of the bad guy playbook
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What’s the takeaway?
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1. Unauthorized disclosure of protected records

2. Theft

3. Extortion

4. Your network used to attack others

5. Destructive disruption
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5 Outcomes We Want To Avoid:

Each can come with the 

additional impacts of civil 

litigation, claims of 

negligence, regulatory fines, 

and more.

Vocabulary

Because ”cyber” people use a lot of 

secret handshake language.
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Ransomware – One form of extortion
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Business Email Compromise (BEC)
Low: I send you an 

invoice and your Accounts 

Payable pays it 

Medium: The “Finance 

Director” asks you to buy 

gift cards or make an 

“emergency wire transfer”

High: An employee 

paycheck or vendor 

payment is redirected to a 

new bank
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“Pig Butchering”

• Romance scam meets crypto

• Uses fake personas to gain trust

• Introduces an “investment 

opportunity”

• Fake portal shows gains that cannot 

be withdrawn

• Crypto wallet is drained

• Perps disappear
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Also Shows Up Like This

• A variety of reach-out tactics to start 

a conversation

• “I have your number in my call list 

but don’t know who you are”

• “Any luck on sending your best 

email so I can send you an 

application?”

• Do. Not. Engage.
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Three Most Prevalent Tactics

#1 Credential Abuse
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• If any of your passwords are on this 

list, your wounds are self-inflicted

• Unchanged default passwords

• Phishing and vishing (we’ll come back to 

this)

• Password guessing / Dictionary attack

• Dumps of stolen passwords - did you 

share?

Low-End Methods

C R E D E N T I A L  A B U S E
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• Credential stuffing

• Causing “MFA Fatigue”

• Infostealers

An unpatched browser + site 

rigged with an infostealer + 

bait to draw you to that site: 

All your passwords now 

belong to the bad guy

Mid-Range Methods

C R E D E N T I A L  A B U S E
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Credential Stuffing

C R E D E N T I A L  A B U S E

Image Credit: OWASP Foundation
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C R E D E N T I A L  A B U S E
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• SIM-swapping

• Active session token 

stripping and reuse

• Threats of violence to 

disclose a password

High-End Methods

C R E D E N T I A L  A B U S E

Image Credit: Wikipedia

Problematically, we now have domestic threat 

actors that are fluent in English and 

telecommunication company processes.
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1. Phishing link goes to a hosted script that grabs the session 

cookie

2. Connection to Microsoft proxied through bad guy system

3. Successful MFA challenge marked bad guy session as ‘MFA 

succeeded’

4. Bad guy now has access to O365, SharePoint, Teams, and 

likely all your SSO applications

It took less than one minute.

Session Token Stripping

S P E C I A L  T O P I C
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• Use pass phrases – first sentence of a book, 
or five words separated by spaces

• Combine with multi-factor authentication (we’ll 
come back to that)

• Use a password vault, and unique 
passwords with every system or service you 
access

• Do NOT store passwords in browsers

• Check your e-mail addresses on 
haveibeenpwned.com

• Do not click unexpected links you receive

Avoiding Credential Abuse

S P E C I A L  T O P I C
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Three Most Prevalent Tactics

#2 Vulnerability Exploit
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Vulnerabilities can be problems 

in how the software was coded 

– for example allowing the 

memory space assigned to a 

variable in the software to be 

exceeded (known as a “buffer 

overflow”). 

What is a vulnerability?

V U L N E R A B I L I T Y  E X P L O I T
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• A vulnerability can also be a 

configuration problem, for example 

failing to change a default 

password that is widely known. 

• A vulnerability can also be the 

result of human behavior, for 

example failing to train users on 

good security hygiene leaves them 

vulnerable to phishing attacks.

What else is a vulnerability?

V U L N E R A B I L I T Y  E X P L O I T
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Recent News

V U L N E R A B I L I T Y  E X P L O I T
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• When a patch is released and a 
vulnerability made public:

• Criminals and nation-states go to 
work immediately

• The patch is reverse-engineered 
to find out what it “fixes”

• The Internet is scanned for 
vulnerable targets

• Exploit is automated

It’s now a race!

V U L N E R A B I L I T Y  E X P L O I T
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o Keep on top of vendor announcements

o Score your vulnerabilities (ask me for 

policy)

o Use the known exploited vulnerabilities 

catalog

o If it’s critical for an asset accessible 

from the Internet:

DROP WHAT YOU ARE DOING AND 

APPLY THE PATCH

Avoiding Vulnerability Exploit

V U L N E R A B I L I T Y  E X P L O I T
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Three Most Prevalent Tactics

#3 Social Engineering
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• Halo Effect – a positive view of a 
company being spoofed

• Hyperbolic Discounting – e.g., “free 
trial”

• Curiosity Effect – news headlines 
and current events

• Authority Bias – unconsciously 
influenced by someone with authority 
(the “CEO”)

• Confirmation Bias – being 
presented with something you agree 
with

Cognitive biases that aid social engineers

S O C I A L  E N G I N E E R I N G

Over 75% of cyber-attacks 

are caused by human 

failures, while less than 

25% are because of 

technology miscues. 

Over 90% of cyberattacks 

begin with a phishing email.
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• Fake lookalike sites that 

simulate known brands and 

products:  Sharepoint, 

Microsoft, DocuSign, DropBox, 

Adobe, many others

• Get you to give up credentials, 

follow a link, download a file, 

etc.

• Easy-to-use kits

Phishing

S O C I A L  E N G I N E E R I N G

Images Credit: The SSL Store
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• Phishing over SMS (text)

• Not expected

• Doesn’t include tracking 

information

• The instructions are strange

• VirusTotal says 

malicious/phishing

• Could compromise your phone

Smishing – Fake Failed Delivery

S O C I A L  E N G I N E E R I N G
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• Will ask for a lot of personal 

information

• Wants your bank account for 

direct deposit

• Will guide you through 2 

small deposits

• Will drain your bank account

Smishing – Fake Job Offer

S O C I A L  E N G I N E E R I N G
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• Wants personal relationship

• Will introduce “investment”

• You invest a little – portal 
shows money growing

• You invest more to gain 
more

• “Alice” disappears with your 
money

Pig Butchering by SMS

S O C I A L  E N G I N E E R I N G
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• Notice of “Toll Evasion”

• Comes from a Hotmail 
address

• Wants a response before 
activating the link

• Will ask for credit card or 
other payment method

Current Fraud Campaign

S O C I A L  E N G I N E E R I N G
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• Taking a caller’s word at face value 

can result in compromise

• Verify the identity of the caller as 

independently as possible

• Do not type a URL someone gives 

you over the phone

• Grandchild in trouble – classic scam

• Now using deepfakes to simulate 

voice

Vishing – Voice Phishing

S O C I A L  E N G I N E E R I N G
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• Remarkably easy to produce

• Already used in political ads

• Watch out for fake job 

applicants using deepfake 

audio and video interviews

Deepfakes

S O C I A L  E N G I N E E R I N G

Deepfake Putin warning Americans 

about their impending doom
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Deepfakes

S O C I A L  E N G I N E E R I N G

• Fake job 

applicants

• Executive/Elected 

impersonation

• Employee 

impersonation for 

password reset

• Help desk 

impersonation

Image credit: CBS News
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Your Role

www.lumificyber.com 
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• This is what 

acybersecurity 

program looks like

• A full program is 

beyond the 

capabilities of small 

local governments

• Focus on credential 

management, user 

training, and rapid 

patching of 

vulnerabilities

• Use grant funding 

for assessments, 

capital purchases

• Participate in risk 

governance
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• CALLED O UT  I N  V 2 . 0  O F  
T HE N I ST  CSF

• SEC,  HHS,  O T HER SRMAS 
ALL  W ANT R I SK  
G O VERNANCE

• T HI S  MEANS PUT T ING 
EXECUTIVE F I NG ERPRINTS 
O N R I SK D I SPO SIT IONS

• MUST  DO CUMENT  YO UR 
R I SK  T HRESHOLD T O  
J UST IFY ACCEPT ED R I SKS

• YO U MUST  HAVE AN 
EX CEPT ION PRO CESS

Health Industry Cybersecurity Practices

Risk Governance
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On Measuring Risk

Qualitative or Quantitative?

What is the framework used?

Aligned with a maturity model?

Can risk be expressed in dollar 

estimates for unwanted business 

disruptions/outcomes?

Annualized Loss Expectancy for:

• Records disclosure

• Theft

• Extortion

• Disruption

• Being used to attack others
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• Reasoned resourcing of 

risk mitigation treatments

• Can provide safe harbor 

from civil litigation and 

claims of negligence

What’s The Value of Risk 
Governance?

39
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You Can Have This.

• White paper on drivers and 

benefits of risk governance

• Written at the request of a large 

County government

• Meant to address a lack of 

accountability in aligning 

agencies with policy

• Brings stakeholders to the table 

and creates records of decisions

40

39

40



21

www.lumificyber.com 

You Can Have This.

• Risk Governance 

Committee Charter

• Modified for use in local 

government and state 

agencies

• Includes executive 

membership 

representing Finance

• Elected Officials are 

encouraged as 

members

41
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Rescinding the policy of de minimus use 

of government technology will reduce 

your “attack surface” by 40% 

Lastly…
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 Subscribe to our Infosec Insider: Daily IT Security News Blast email

 Join us for cybersecurity awareness trainings in 2025/2026

 Watch Our Event Page!

Stay Connected

Thank you!
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